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b) 



c) 



d) 



e) 
f) 



g) 
h) 



establishing a first stream between tjhe first process and the communication 
channel; 

establishing a second stream between the second process and the 
communication channel; 
encrypting data to be transmitted bdtween the first and second processes, the 
encrypting of the data being indepe ident of the at least one communication 
protocol supported by the first and pecond network [node;] nodes: 



writing the encrypted data to the fr st stream; 

causing the encrypted data to be tainsmitted from the first network node to 
the second network [node;] node according to the at least one communication 



protocol supported by the first anc 



second network nodes : 



reading the encrypted data from ttte second stream; and 
decrypting the encrypted data to obtain decrypted data which is identical to 
the data on the first network nodq before the data was encrypted. 



1 2. (Unamended) The method of Claim 1, further including the steps of 

2 a) performing a communication protocol-specific encryption of the data on the 

3 first network node, and 

4 b) performing a communication protocol-specific decryption of the data on the 

5 second network node. 



1 3 . (Unamended) The method of Claim 1 , wherein the communication channel is a Java 

2 secure channel, 

3 wherein the first stream is a first Java stream, 

4 wherein the second stream is a second Java stream, 
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wherein the step of establishing a communication channel between the first and 

second network nodes further comprises the step of establishing a Java secure 
channel between the first and second network nodes, 

wherein the step of establishing a first stream between the first process and the 

communication channel further comprises the step of establishing a first Java 
stream between the first process arid.the Java secure channel, 

wherein the step of establishing a second stream between the second process and the 
communication channel further comprises the step of establishing a second 
Java stream between the second process and the Java secure channel, 

wherein the step of writing the encrypted data to the first stream further comprises 
the step of writing the encrypted data to the first Java stream, and 

wherein the step of reading the encrypted data from the second stream further 

comprises the step of reading the encrypted data from the second Java stream. 



1 4. (Unamended) The method of Claim 1, wherein the communication channel is a Java 

2 secure channel, wherein the first stream is a Java stream, 

3 wherein the second stream is a Java stream, 

4 wherein the method further comprises the step of connecting the Java secure channel 

5 to a third Java stream, and 

6 wherein the third Java stream provides for the transmission of data according to a 

7 specific communication protocol. 



1 5. 

2 

3 

4 

5 



(Amended) A computer-readable mec ium [having stored thereon a plurality of 
sequences of] carrying one or more se mences of one or more instructions for 



providing communication protocol-inc ependent security for data transmitted between 
a first process, executing on a first network node, and a second process, executing on 
a second network node, wherein the first network node and the second network node 
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13 
14 
15 
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ors, cause the one or more processors 



between the first network node and the 



each support at least one common communis Ltion protocol, the [plurality of] one or 
more sequences of one or more instructions ir eluding [sequences of] instructions 
which, when executed by one or more process < 
to perform the steps of: 

a) establishing a communication channel 
second network node; 

b) establishing a first stream between the [first process and the communication 
channel; 

c) establishing a second stream between [he second process and the 
communication channel; 

d) encrypting data to be transmitted between the first and second processes, the 
encrypting of the data being independent of the at least one common 
communication [protocols] protocol sjupported by the first and second 
network [node;] nodes; 

e) writing the encrypted data to the firstlstream; 

f) causing the encrypted data to be transmitted from the first network node to 
the second network [node;] node according to the at least one communication 
protocol supported by the first and s jcond network nodes; 

g) reading the encrypted data from the fcecond stream; and 

h) decrypting the encrypted data to obtain decrypted data which is identical to 
the data on the first network node bjfore the data was encrypted. 



1 6. (Unamended) The computer-readable medium of Claim 5, wherein the computer- 

2 readable medium further includes instructions for performing the steps of 

3 a) performing a communication protocol-specific encryption of the data on the 

4 first network node, and 
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5 b) performing a communication protocol-specific decryption of the data on the 

6 second network node. 

1 7. (Unamended) The computer-readable medium of Claim 5, wherein the first stream is 

2 a first Java stream, 

3 wherein the second stream is a second Java stream, 

4 wherein the step of establishing a communication channel between the first and 

5 second network nodes further comprises the step of establishing a Java secure 

6 channel between the first and second network nodes, 

7 wherein the step of establishing a first stream between the first process and the 

8 communication channel further comprises the step of establishing a first Java 

9 stream between the first process and the Java secure channel, 

10 wherein the step of establishing a second stream between the second process and the 

1 1 communication channel further comprises the step of establishing a second 

12 Java stream between the second process and the Java secure channel, 

13 wherein the step of writing the encrypted data to the first stream further comprises 

14 the step of writing the encrypted data to the first Java stream, and 

15 wherein the step of reading the encrypted data from the second stream further 

16 comprises the step of reading the encrypted data from the second Java stream. 

1 8. (Unamended) The computer-readable medium of Claim 5, wherein the 

2 communication channel is a Java secure channel, 

3 wherein the first stream is a Java stream, 

4 wherein the second stream is a Java stream, 

5 wherein the computer-readable medium further includes instructions for connecting 

6 the Java secure channel to a third Java stream, and 
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wherein the third Java stream provides for the transmission of data according to a 
specific communication protocol. 




1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 



(Amended) A communication network providing communication protocol- 
independent secure communication between a first network node and a second 
network node, wherein the first network node and the second network node each 
support at least one common communicatjpnT5fotix?ol 5 wherein the first network 
node is comih^nicatively coupled tp4he second ne^Work node by a communication 
channel, the comnfcjnication network comfcrisi 

a) a first process executing on the first network node./ wherein the first process is 
configured to proviabyfor the [provides fbj^fe^communication protocol- 
independent] encryption o^data;] aata independent of the at least one 
communication protocol; 

b) a first stream which provides for th^ransfer of encrypted data between the 
first process and the communication char^el; 

c) a second process executing on the second net^sQrk node; and 

d) a second stream which provides for the transfer ofbncrypted data between the 
communication channel and the second process, whereiKthe second process 
is configured to provide [also provides] for the decryption or^ata which has 

been encrypted by the first process. 



1 1 0. (Unamended) The communication network of Claim 9, wherein the second process 

2 further includes the capability to decrypt data based upon any communication 

3 protocol supported by the second network node. 
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1 11. (Unamended) The communication network of Claim 9, wherein the communication 

2 channel is a Java secure channel, the first stream is a Java stream and the second 

3 stream is a Java stream 



1 12. (Unamended) The communication network of Claim 1 1 , further comprising a third 

2 Java stream connected to the Java secure channel, the third Java stream providing for 

3 the transmission of data according to a specific communication protocol. 



2 

4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 



13. (Amended) A computer data signal ehibodied in a carrier wave and representing 
sequences of instruction which, when Executed by one or more processors, provide 
communication protocol-independent security for data transmitted between a first 
process, executing on a first network none, and a second process, executing on a 
second network node, [wherein the first network node and the second network node 



each support] according to at least one o 
by the first and second network nodes, by 



a) 
b) 
c) 
d) 



mmon communication protocol supported 
performing the steps of: 
establishing a communication ch4nnel between the first network node and the 
second network node; 

establishing a first stream betweeA the first process and the communication 
channel 

establishing a second stream betwfeen the second process and the 



communication channel; 
encrypting data to be transmitted 



e) 



network [node;] nodes; 
writing the encrypted data to the fi 



etween the first and second processes, the 



encrypting of the data being independent of the at least one common 
communication [protocols] protoco l supported by the first and second 



st stream; 
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23 
24 



f) causing the encrypted data to be 
the second network [node;] node 
communication protocol: 

g) reading the encrypted data from tl 

h) decrypting the encrypted data to dbtain 
the data on the first network node 



transmitted from the first network node to 
£ ccording to the at least one common 



e second stream; and 

decrypted data which is identical to 
jefore the data was encrypted, 



1 14. (Unamended) The computer data signal of Claim 13, wherein the computer 

2 sequence of instructions further includes instructions for performing the steps of 

3 a) performing a communication protocol-specific encryption of the data on the 

4 first network node, and 

5 b) performing a communication protocol-specific decryption of the data on the 

6 second network node. 



1 15. (Unamended) The computer data signal of Claim 13, wherein the first stream is a 

2 first Java stream, 

3 wherein the second stream is a second Java stream, 

4 wherein the step of establishing a communication channel between the first and 

5 second network nodes further comprises the step of establishing a Java secure 

6 channel between the first and second network nodes, 

7 wherein the step of establishing a first stream between the first process and the 

8 communication channel further comprises the step of establishing a first Java 

9 stream between the first process and the Java secure channel, 

10 wherein the step of establishing a second stream between the second process and the 

1 1 communication channel further comprises the step of establishing a second 

12 Java stream between the second process and the Java secure channel, 
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1 3 wherein the step of writing the encrypted data to the first stream further comprises 

14 the step of writing the encrypted data to the first Java stream, and 

1 5 wherein the step of reading the encrypted data from the second stream further 

16 comprises the step of reading the encrypted data from the second Java stream. 

1 16. (Unamended) The computer data signal of Claim 13, wherein the communication 

2 channel is a Java secure channel, 

3 wherein the first stream is a Java stream, 

4 wherein the second stream is a Java stream, 

5 wherein the computer sequence of instructions further includes instructions for 

6 connecting the Java secure channel to a third Java stream, and 

7 wherein the third Java stream provides for the transmission of data according to a 

8 specific communication protocol. 

1 17. (Unamended) A method for providing communication protocol-independent security 

2 for data transmitted by a process executing on a network node, the method 

3 comprising the steps of: 

4 a) establishing a stream between the process and a communication channel; 

5 b) encrypting data to be transmitted by the process, the encrypting of the data 

6 being independent of a communication protocol supported by the network 

7 node; 

8 c) writing the encrypted data to the stream; and 

9 d) causing the encrypted data to be transmitted from the network node to the 
10 communication channel. 

1 18. (Unamended) The method of Claim 17, wherein the communication channel is a 

2 Java secure channel, 
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3 wherein the stream is a first Java stream, 

4 wherein the step of establishing a stream between the process and the communication 

5 channel further comprises the step of establishing a Java stream between the 

6 process and the Java secure channel, and 

7 wherein the step of writing the encrypted data to the stream further comprises the 

8 step of writing the encrypted data to the Java stream. 

1 19. (Unamended) The method of Claim 17, wherein the communication channel is a 

2 Java secure channel, wherein the stream is a Java stream, 

3 wherein the method further comprises the step of connecting the Java secure channel 

4 to a second Java stream, and 

5 wherein the second Java stream provides for the transmission of data according to a 

6 specific communication protocol. 
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